VIRGINIASCHOOL.DATA PRIVACY AGREEMENT

This Virginia School Data Privacy Agreement ("DPA") is entered into by and between the

~Fauquier County Public Schools (ECPS) (hereinafter referred to as "Division") and _Alegra
Lyainjng (hereinafter referred to as "Provider") on _May 5..2022 The Parties agree to the

terms as stated herein.

RECITALS

WHEREAS, the Provider has agreed to provide the Division with certain digital educational services
("Services") as described in Article I and Exhibit "A"; and

WHEREAS, in order to provide the Services described in Article 1and Appendix A, the Provider
may receive or create and the Division may provide documents or data that are covered by several
federal statutes, among them, the Federal Educational Rights and Privacy Act ("FERPA") at 20
U.S.C. 1232g and 34 CFR Part 99, Children's Online Privacy Protection Act ("COPPA"), 15 U.S.C.
6501-6502; Protection ofPupil Rights Amendment ("PPRA") 20 U.S.C. 1232h; the Individuals with
Disabilities Education Act ("IDEA"), 20 U.S.C. §§ 1400 et. seg : and

WHEREAS, the documents and data transferred from Virginia Divisions and created by the
Provider's Services are also subject to several Virginia student privacy laws, including Code of
Virginia$§ 22.1-289.01. School service providers; school-affiliated entities; student personal
information, and$ 22.1-287.02. Students’ personally identifiable information.

WHEREAS, the Parties wish to enter into this DPA to ensure that the Services provided conform to

the requirements of the privacy laws referred to above and to establish implementing procedures and
duties.

WHEREAS, the Provider may, by signing the "General Offer of Privacy Terms" (Exhibit "E"), agree
to allow other Local Educational Agencies (LEAs) in Virginia the opportunity to accept and enjoy the
benefits ofthis DPA for the Services described herein, without the need to negotiate terms in a
separate DPA.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE I: PURPOSE AND SCOPE

1. Pm:pose o f DPA. The purpose ofthis DPA is to describe the duties and responsibilities to protect
Division Data (as defined in Exhibit "C") transmitted to Provider from the Division pursuant to
Exhibit "A", including compliance with all applicable state privacy statutes, including the FERPA,
PPRA, COPPA, IDEA, 603 C.M.R. 23.00, 603 CMR 28.00, and Code of Virginia§ 22.1-289.01.
School service providers; school-affiliated entities; student personal information; and$ 22.1-287.02.
Students' personally identifiable information. In performing these services, to the extent Personally
Identifiable Information (as defined in Exhibit "C") from Pupil Records (as defined in Exhibit "C")
are transmitted to Provider from Division, the Provider shall be considered a School Official with a
legitimate educational interest, and performing services otherwise provided by the Division. Provider
shall be under the direct control and supervision of the Division.

2. Nature of Services Provided. The Provider has agreed to provide the following digital
educational services described below and as may be further outlined in Exhibit "A" hereto:
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3. Division Data to Be Provided. In order to perform the Services described in this Article and

Exhibit "A", Provider shall list the categories ofdata collected, managed or shared as described
below or as indicated in the Schedule ofData, attached hereto as Exhibit "B":

teceived orfi.collected, by--Alegrii Leamiiii Ihe. is.encrypted and entvfa TLS {e.g: HTTPS!} to
AVJtS.l data.centers where-ext ive qafeghmrlq ath 1l Dlate The 'data. owners, hﬂg ﬁ;

Alegra Leaming, Inc; does currently, utilize. sub-contractors to. complete its: mission. - However,, if a
situation® did. where stib-contractors; would be ne essari to; complete a"busiess function; said
sut:r..contracters would likely have access to personally: identifiable information.. hi where. access
0. data. is. necessaiy: to_the suh-contr ctor s ad:ess will be granted based on the principle. o f
"leastprivil ge” and access wili be teimin ted as soon as:the sulrcontractor;s services have been fe dered.

[n. the- unlikely event of a data breach, Alegra Learning, Inc. will prorimtly notify affected customers
directly; - ariy DOFE's that have larisdiction over said CllSto ers.

the; oritract w1th Alegra’ Learmng, Inc>w1ll have.the opiion:to'have the data returned to- them ﬁ1 a secure
marille and to have all data deleted d destroyed from Alegra: Learning, Inc.'s-set.vers, databases, caches,

etc.::.-

4. DPA Definitions. The definition of terms used in this DPA is found in Exhibit "C". In the
event ofa conflict, definitions used in this DPA shall prevail over terms used in all other writings,
including, but not limited to, a service agreement, privacy policies or any terms o fservice.

ARTICLE JI: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Division Data Property o f Division. All Division Data, user generated content or any other Pupil
Records transmitted to the Provider pursuant to this Agreement is and will continue to be the property
o fand under the control o fthe Division, or to the party who provided such data (such as the student,



in the case of user generated content.). The Provider further acknowledges and agrees that all copies
ofsuch Division Data or any other Pupil Records transmitted to the Provider, including any
modifications or additions or any portion thereof from any source, are also subject to the provisions of
this Agreement in the same manner as the original Division Data or Pupil Records. The Parties agree
that as between them, all rights, including all intellectual property rights in and to Division Data or
any other Pupil Records contemplated per this Agreement shall remain the exclusive property ofthe
Division. For the purposes of FERPA and state law, the Provider shall be considered a School
Official, under the control and direction ofthe Divisions as it pertains to the use of Division Data
notwithstanding the above. The Provider will cooperate and provide Division Data within ten (10)
days at the Division's request. Provider may transfer pupil-generated content to a separate account,
according to the procedures set forth below.

2. Parent Access. Provider shall cooperate and respond within ten (10) days to the Division's request
for personally identifiable information in a pupil's records held by the Provider to view or correct as
necessary. In the event that a parent ofa pupil or other individual contacts the Provider to review any
ofthe Pupil Records of Division Data accessed pursuant to the Services, the Provider shall refer the

parent or individual to the Division, who will follow the necessary and proper procedures regarding
the requested information.

3. Separate Account. Provider shall, at the request of the Division, transfer Student Generated Content
to a separate student account when required by the Code of Virginia § 22.1-289.01. School service
providers; school-affiliated entities.

4. Third Party Request. Provider shall notify the Division in advance ofa compelled disclosure to a
Third Party, unless legally prohibited.
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S. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions pursuant to this DPA, whereby the Subprocessors agree to protect Division Data in manner
consistent with the terms o fthis DPA.

ARTICLE ill: DUTIES OF DIVISION

1. Privacy Compliance. Division shall provide data for the purposes ofthe DPA and any
related contract in compliance with the FERPA, PPRA, IDEA, Code ofVrrginia § 22.1- 289.01.
School service providers; school-affiliated entities; student personal information; and§ 22.1-287.02.
Students' personally identifiable information. and all other applicable Virginia statutes.

2. Parent Notification of Rights Division shall ensure that its annual notice under FERPA defines
vendors, such as the Provider, as "School Officials and what constitutes a legitimate educational
interest. The Division will provide parents with a notice of the websites and online services under this

agreement for which it has consented to student data collection to on behalf ofthe parent, as permitted
under COPPA

3. Unauthorized Access Notification. Division shall notify Provider promptly of any known or

suspected unauthorized access. Division will assist Provider in any efforts by Provider to investigate
and respond to any unauthorized access.

ARTICLE 1IV: DUTIES OF PROVIDER



1) Privacy Compliance. The Provider shall comply with all Virginia and Federal laws and regulations
pertaining to data privacy and security, including FERPA, COPPA, PPRA., Code ofVirginia$
22.1-289.01. and$§ 22.1-287.02.

2) Authorized Use, Division Data shared pursuant to this DPA, including persistent unique identifiers,
shall be used for no purpose other than the Services stated in this DPA and as authorized under the
statutes referred to in subsection (1), above. Provider also acknowledges and agrees that it shall not
make any re-disclosure o fany Division Data or any portion thereof, including without limitation, any
Division Data, metadata, user content or other non-public information and/or personally identifiable
information contained in the Division Data, without the express written consent o fthe Division,
unless it fits into the de-identified information exception in Article IV, Section 4, or there is a court
order or lawfully issued subpoena for the information.

3) Employee Obligations. Provider shall require all employees and agents who have access to Division
data to comply with all applicable provisions ofthis DPA with respect to the data shared under the
Service Agreement.

4) Use of De-identified Information. De-identified information, as defined in Exhibit "C", may be used
by the Provider for the purposes ofdevelopment, research, and improvement o f educational sites,
services, or applications, as any other member o fthe public or party would be able to use de identified
data pursuant to 34 CFR 99 31 (b). The Provider and Division agree that the Provider cannot
successfully de-identify information ifthere are fewer than twenty (20) students in the samples ofa
particular field or category ofinformation collected, ie., twenty students in a particular grade, twenty
students ofa particular race, or twenty students with a particular disability. Provider agrees not to
attempt to re-identify de-identified Division Data and not to transfer de-identified Division Data to
any party unless (a) that party agrees in writing not to attempt re-identification, and (b) prior written
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notice has been given to the Division who has provided prior written consent for such transfer.

5) Disposition of Data. Upon written request and in accordance with the applicable terms in subsections
below, provider shalt dispose or delete all division data obtained under this agreement when it is no
longer needed for the purposes for which it was obtained. Disposition will include (1) the shredding
ofany hard copies of any Division data, (2) erasing, or (3) othenvise modifying the personal information in
those records to make it unreadable or indecipherable by human or digital means. Nothing in the service
agreement authorizes provider to maintain Division data obtained under the service agreement beyond the time
reasonably needed to complete the disposition. Provider shall provide written notification when the division
data has been disposed. The duty to dispose of Division data shall not extend to data that has been de identified
or placed in a separate student account, pursuant to the terms ofthe agreement. The division may employ a
request for return or deletion of Division data form, a copy of which is attached hereto as exhibit D. Upon
receipt of a request from the division, the provider will immediately provide the division with any specified
portion ofthe division data within ten (10) calendar days of the receipt of said request.

a) Partial Disposal During the Term of Service Agreement. Throughout the term ofthe
service agreement, Division may request partial disposal o fDivision data obtained under the
service agreement that is no longer needed. Partial disposal o fdata shall be subject to

Division's request to transfer data to a separate account, pursuant to Article II Section 3,
above.

b) Complete Disposal upon Termination of Service Agreement. Upon termination ofthe
service agreement provider shall dispose or securly destroy all division data obtained under





















May 6, 2022

Louis McDonald
Director of Technology







































